User journey 2FA without smartcard: 
Access the link: https://ciam.epo.org/registration
1. Create an EPO account
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2. An email is sent to the attention of the user in order to set up the password (1st step authenticator)
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3. Set up the password
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Select the 2nd authenticator method:
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Follow the “complete set-up in MyEPO Portfolio”
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You can then choose among SMS, OKTA verify, Google authenticator and email.







4. The user will be notified via email that the account authentification has been set up.
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Once the user access the MyEPO Portfolio will be asked to fill in the registration form which will create the portal for the company in admintool. Once submitted the user will receive the mail notification with the form in attachment that need to be signed and sent via mail to support@epo.org
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5. The request will be treated internally at the EPO and once accepted and successfully completed another notification mail will inform the user that now the account is activated.
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6. If the user is the first to enrol for a newly created company do not forget to assign this person “admin right” and possibly the access to the mailbox otherwise he/she will not be able to log on to MyEPO Portfolio. For the moment the feature to accept the role as administrator when someone is the first user is not yet implemented. If there is already an administrator will be the duty of the administrator to grant access to the new user. (For Americans not yet used to our system better to grant them access to the Mailbox already)






7. To add new way of authentication instruct the user to click  “need help”:
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Scroll to this chapter and click on “account page:

[image: ]

This will bring the user to the log in page, after giving email address and password by clicking on “unblock settings” will permit to change your credantial, the language access to MyEPO Portfolio i.e EN to FR, set another method of authentification.
[image: ]
[image: ]


1
1

1

image3.png
Hello Roberta Andreatta,
You're in the process of creating an EPO account.

The next step is to set a password.

unt

Set a password for your EPO a

Button valid for the next 30 days

If the button doesn't open the page Set up password, copy
and paste the following link into your web browser.
https://login.epo.org/tokens/3h7 dkFNxVE JONtFEUPSn/verify

If you have trouble accessing your account, email
suppori@epo.org.

Write fo suppori@epo.org if you have any concerns,
comments or questions about this automatically generated
email.
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Set up password

@ roberta2FA@gmail.com

Password requirements:

« Atleast 10 characters

« Alowercase letter

« An uppercase letter

« Anumber

« No parts of your username

« Your password cannot be any of your
last 10 passwords

Enter password

Re-enter password

\ o]
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oberta2FA@gmail.com

Select verification methods

We use two-step verification to make signing in more
secure. Select one of the options below:

Most secure option: verify my identity using some of
the following:

* Okta Verify

* Google Authenticator

* Phone text message (SMS)

@ Verify my identity by email

You can change the verifcation methods later in Account
settings

Set up verification methods
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@ roberta2FA@gmail.com

Your EPO account is now set up.

To use your EPO account to access our online services for
patent applications and related proceedings, please complete
your set-up by supplying us with a few more details in MyEPO
Portfolio:

Complete set-up in MyEPO Portfolio

For a list of all our online services, including services that
require an EPO account, visit our online services overview
page:

Go to overview of EPO online services
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European Patent Office <no-reply@epo.org>

an roberta2FA ~
¥ Englisch ~

> Deutsch ~

Nachricht iibersetzen

Hello Roberta Andreatta,

This message concems the account you access using the
email address roberta2FA@gmail.com. A verification
method has been set up for that account.

Details

Password

Wednesday, April 5, 2023
1:21:48 PM UTC

Don't recognise this activity?
If this wasn’t you, please report this to us.

We take the security of your account very seriously. That's
why we like to ask if you know about important changes.

Write fo support@epo.org if you have any concerns,
comments or questions about this automatically generated
email.
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Europaisches
Patentamt

European
Patent Office

Office européen
des brevets

Online Services - Enrolment Form

ID: 82854

Personal details

Title: Mr. Preferred language: English

First name: Roberta EPO representative: No

Last name: Andreatta

Company details

Company name: Roby LTD Website:

City: Munich EPO deposit account(s): 28490000

Contact Details

Address: Roby LTD Telephone: 0049 17630457920
Berggeist 25 e-mail: roberta2FA@gmail.com
80337
Munich
Germany

Please check all details before signing
I understand that I must inform the EPO of any changes to the data I have provided.

Signed: Date:

Optional

Countersignature*: Name (BLOCK CAPITALS): Date:
* Note:

- If you are not a professional representative before the EPO or an authorised employee, you must have this request countersigned by someone who meets one of
these requirements.

- If you are not a professional representative before the EPO or an authorised employee and there is no-one in your company with the authorisation to countersign
your form, you must provide a copy of your national ID card, passport or driving licence.

Please return, preferably by e-mail to support@epo.org, or to the address shown below. If you are enclosing a copy of your
1D, please help ensure that we can read it by using e-mail or post, and not fax.

European Patent Office
EPO User Desk

Bayerstr. 115

80335 Munich

Germany

Fax: +49 (0) 89 2399-4465
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'™ ¥ EPO User Support You can now log in to MyEPO Portfolio. - You can now log in to MyEPO Portfolio. Dear Mr/Ms Roberta Andreatta,
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European
Patent Office

Office européen
des brevets

You can now log in to MyEPO Portfolio.

Dear Mr/Ms Roberta Andreatta,

Your registration for MyEPO Portfolio has been successfully validated, and you can now
log in.

MyEPO Portfolio

European Patent Office
EPO User Desk
Bayerstr. 115

80335 Munich

Germany

EPO User Desk
Tel: 00 800 80 20 20 20
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Sign In

Email address

Sign in using email address

OR

B=3 Sign in using smart card

Need help? i

Account Settings

Terms and conditions of use for the
website of the European Patent
Office.

Data protection and privacy notice.
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kUpdate details in Account page
What information can | manage myself in my Account page?

After sign in to your Account page, you can update the following details of your EPO Account:

« first name

last name

preferred language (English, German, French)

email address (the email address must be unique and not already in use by another EPO Account)
password

add/remove two-factor authentication methods

Note: The Account page is only available to users signing in with email/password. Users signing in with the EPO Smartcard only do not have access to this page.
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Account settings

@ Unlock settings

Name and language

Firstname  Lastname

Roberta ‘Andreatta
Preferred language
English

Email address

roberta2FA@gmail.com

Password

Two-step verification methods

Okta Verify app (i05/Android)
Google Authenticator app (i05/Android)
@ Code sent by text message (SMS)

Code sent by email
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Account settings ’

Name and language

Firstname  Lastname
Roberta Andreatta

Preferred language from ENito,

English « E R

Email address

roberta2FA@gmail.com

Password

‘Two-step verification methods

Okta Verify app (i05/Android)

Google Authenticator app (i05/Android)
@ Code sent by text message (SMS)

Code sent by email
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Europiisches
Patentamt

Sl Help

offce européen
des brovets

Create an EPO account

This account will enable you to access the secure online
services offered by the EPO.

First name

Roberta

Last name

Andreatta

Email address

roberta2FA@gmail.com

Re-enter your email address

roberta2FA@gmail.com

accept the
Terms and conditions for EPO online services electronic infrastructure.

Data protection and privacy notice.

I'am human

FriendlyCaptcha 7 [[§ "IS.C?CS
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European
Patent Offlce

offce européen
des brovets

We've sent you an ema

Go to your email account, open the email with the subject
line "EPO online services - creating an EPO account - the next
step " and follow the instructions.

Haven't received the email? Re-send it

Close this page after registering.




